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Abstract— Cloud computing is something which is executed 

to remedy the computing problems faced in day to day life. 

It is nothing but a unreal and a virtual pool of some 

resources allotted or served to us through the internet when 

and where required. Cloud Computing has so much to offer 

as its services. One of such is SAAS which is Storage as a 

Service. And The Storage Service of a Virtual Cloud has 

become very much popular these days for both commercial 

as well as personal use. As it is so much popular, it is very 

essential to provide some kind of security to it. Hence, in 

this paper, we are basically encrypting the data which is 

being stored on the cloud. So instead of storing it directly, 

we first encrypt it and then store it. We have used TRIPLE 

DES Algorithm to store the data efficiently and securely at 

the same time. 

INTRODUCTION 

Cloud computing is a "new" computer model that allows 

using remote services through a network using various 
resources. It is basically meant to give the maximum 
capacity with the minimum resources. The end user has the 

minimum hardware requirement, but he uses the maximum 
capability of computing. This is possible only through this  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

technology which requires and utilizes its resources in the 
best way. One of such services is data storage. 

Our system provides you a cloud platform wherein you 
can store your files and simply your data in a secure way. 
And these files can be of various multiple extensions such 
as Text Files, Word Documents, PDFs, Images, etc. 

So, as discussed above our proposed system s just more 
than a typical cloud service. It is a much secure and much 

reliable cloud storage system in today’s world. The main 
reason of such system to come into existence is that the 
consumers hesitate to store their precious data over the 

cloud as it is more of an open source platform and its 
vulnerabilities can be easily exploited if compared to any 

other typical file storage system. So for the encryption part, 
we have used TRIPLE DES algorithm with 192-bit (24*8) 
encryption key structure along with a password phrase to 

make the system as well as the algorithm more secure. We 
are using Triple DES algorithm specifically as it is much 

more secure than single DES. And talking about other 
algorithms, they are at the most 128-bit encryption specific. 
But as we now know, this isn’t the case with Triple DES as 
it supports up to 192-bit of encryption.  
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RELATED WORK 

Managing the user data of such sensitive data with 
various extensions becomes very complex. The major 
advantage of the proposed system is obviously the security 

which makes it reliable and secure to operate. The other 
basic advantage being you can store all our data in one place 

without a need to maintain different sources for every file 
type or simply application specific files. So by using this 
mechanism of the proposed system you can access all your 

data in one place at your fingertips. Also here we don’t just 
use a homomorphic encryption technique. In fact, we 

combine it along with a password phrase which makes it 
comparatively reliable for use. 

Here the main concern is security as cloud is more of an 
open source platform. So we will have to consider all the 

security aspects and concerns when talking about cloud. We 
provide a set of steps where we describe the actual working 

of the proposed system. We will be discussing the same 
further. 

 

PROPOSED SYSTEM 

The proposed system makes use of Triple DES 

Algorithm to encrypt the data and hence allow the user to 
download the files in both encrypted and decrypted formats. 
Herein, the basic algorithmic steps would be as follows. In 

the very first step, the user will upload his/her data. In the 
next step, this data will now be encrypted with Triple DES 

Algorithm with 192-bit encryption. The proposed system 
architecture is shown in fig 1. 

 

 
Fig 1. Proposed System Architecture. 

 

The system we are proposing in this system aims to address 

the issues of cloud security. So along with the 192-bit 
encryption it also assigns & hence combines a password 
phrase which would now make the encryption algorithm 
much more secure now. 

 

Modules and Working of Proposed System: 

 

 

1. User Registration: 

The very first step in the proposed system would be 

user login. This is the initial stage where the user is 
redirected to a registration page and user details are taken as 

input to hence create a user account in our cloud storage 
eco-system. Once the account is created user can now 
perform file operations with the same account. 

 

 

 
Fig 1. User Registration. 

 

 

 

 

 

 

2. User Login: 

This is the next step in the proposed system where user 

logs in to his / her account which was created in the 
previous step by hence entering valid credentials for the 
same. Once login successful, the user is redirected to the 

dashboard page where he / she can perform various file 
related operations like upload file, download decrypted file, 

download encrypted file etc. Else in case of invalid 
credentials, the login fails and user stays on same screen. 

 

 

 

 
 

 Fig 2. User Login. 
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3. File Upload: 

The system consists of a module wherein it allows the 

user to upload his / her documents and files. This is the very 
first step to upload the data to the cloud. And the user can 

upload multiple types of file extensions here such as .docx, 
.doc, .txt, .pdf, .jpeg, .jpg, .png, etc. 

 

 

 
 

Fig 3. File Upload. 

 

 

4. Encryption Process: 

The system consists of a module wherein it allows the 

user to upload his / her documents and files. This is the very 
first step to upload the data to the cloud. And the user can 
upload multiple types of file extensions here such as .docx, 
.doc, .txt, .pdf, .jpeg, .jpg, .png, etc. 

 

 

 
 

Fig 4. Encryption Process. 

 

 

 

5. Encrypted & Decrypted Downloads: 

Once the file is encrypted and uploaded the user 
now has options to: 

 

5.1 Download the Encrypted File: 

Here, the file which was encrypted in step 4 can 
now be downloaded in the same encrypted format and hence 

the original content cannot be viewed due to encryption 
procedure.  

 

 

 

 
 

 

 

 

5.2 Download the Decrypted File: 

 

 
 

Fig 5.2.a Download Decrypted Process. 

 

 

 
 

Fig 5.2.b Download Decrypted Process. 

 

Here, Fig 5.1.a shows the process of decryption 
and exactly how it is done. Which is simply the reversal of 

encryption process by decrypting and removing password 
phrase from the encrypted data. And Fig 5.1.b shows the 
output for the same. 
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6. View Files: 

The system consists of a module wherein it allows the 

user to view his / her documents and files when and where 
required as per the requirements. This access would be user 

specific. Means the user can only delete the files uploaded 
by that particular user. This improves security & privacy 
concerns at the same time.  

 

 
 

Fig 6. View Files. 

 

 

 

 

 

 

MATHEMATICALMODEL 
 

Set theory of the proposed system: 

S = {I, P, O} 

I= Input to the System. 

P= Processing of System. 

O= Output of the System. 

 

I = {i1, i2, i3} 

i1 = Registration. 

i2 = Login. 

i3= File Upload as input. 

 

P = {p1, p2, p3} 

p1 = Applying Triple DES Algorithm. 

p2 = 192-bit encryption. 

p3 = adding password phrase.  

 

O= {o1, o2} 

o1= Encrypted File Download. 

o2= Decrypted File Download. 

 

 

 

 

 

 

 

 

7. RESULTS OF SYSTEM 

 

 
Fig 7. Encrypted & Decrypted Outputs. 

 

APPLICATIONS 

 

1. The proposed system can be used in personal 
computers to store data more securely. 

2. It can be used in Corporate world like in banks, IT 
firms wherein arrival time plays a vital role. 

 

 

1. CONCLUSION 

Thus, the survey on efficient cloud storage using encryption 
mechanism depicts the use of encryption techniques using 

Triple DES Algorithm which securely store data. The use of 
a secret key i.e. password phrase makes the system much 

more secure. Many of the existing systems in the literature 
proposed the system do not really achieve such accurate 
results for achieving the desired results. So, to overcome, 

this above framework is the better and reliable solution from 
every perceptive of security. In this way we have 

accomplished to add to a reliable and effective data 
encryption framework to secure the user data in a reliable 
way. 

 Thus, there is a need of an efficient system which 

will not only save the user privacy but will save provide 
more security as well. 
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